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1 Terms and definitions

The following terms and definitions apply to this document:

Driver Monitoring System (DMS)

A system designed to monitor the driver’s attention, fatigue, health, and identity, ensuring safe
driving behavior and enabling personalized comfort features

Occupant Monitoring System (OMS)

A system that monitors the presence, behavior, and safety of passengers, as well as detecting
objects left in the vehicle, to enhance occupant safety and convenience

Vehicle Occupants Monitoring System (VOMS)

A system that provides means to monitor the driver’s attention, fatigue, health, and identity, as well
as the presence, behavior, and safety of other occupants and objects within the vehicle

NOTE: A VOMS merges Driver Monitoring System functionalities — such as assessing the driver’s
attention to the driving task, or identity for personalized comfort features — with Occupant Monitoring
System capabilities, ensuring a comprehensive understanding of the vehicle’s interior environment.
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2 Executive summary

This proposal outlines a new project aimed at standardizing the Application Programming Interface (API) for
Vehicle Occupant Monitoring Systems (VOMS) in the automotive industry. The primary objective is to
establish a unified, technology-agnostic interface that enables seamless integration of VOMS capabilities
across different vehicle platforms, reducing development complexity and fostering innovation in automotive
safety systems.

While this is a new initiative, it may align with existing ASAM standards related to automotive systems and
interfaces, such as the ASAM OpenX standards for data formats. Specific connections to other standards will
be identified and explored during the project.

2.1 Clear objectives and scope

The VOMS-API standard specifically targets the software interface layer that sits between Vehicle
Occupant Monitoring Systems and the broader vehicle ecosystem. This API serves as the critical
communication bridge that allows vehicle systems to request monitoring data, configure system parameters,
and receive real-time alerts about occupant status.

Primary objectives:

e Standardize communication protocols: Define consistent request/response patterns for all VOMS
interactions

e Enable system interoperability: Allow different VOMS implementations to work seamlessly across
various vehicle platforms

e Reduce integration complexity: Provide a unified interface that eliminates the need for custom
integration solutions

e Support safety-critical operations: Ensure the API meets functional safety requirements for
automotive applications

o Facilitate innovation: Create a stable foundation that enables rapid development of new VOMS
features and applications

2.2 System integration context

As illustrated in the system architecture diagram (see Figure 1), the VOMS-API operates at the intersection
of multiple vehicle subsystems. The API receives sensor data from cameras, biometric sensors, and
environmental monitors, then VOMS processes this information through AI/ML engines, and distributes
actionable insights to various vehicle systems through the API including ADAS controllers, infotainment
systems, climate control, and safety mechanisms.

The standardization effort focuses on five core subject areas:

« Mandatory services: essential functions that all VOMS implementations shall implement

o Optional services: extended capabilities that may vary based on hardware configuration and use
cases

« Data model: comprehensive definitions for requests, responses, and shared data types

o Error handling: standardized error codes and response schemas for robust system operation
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« Non-functional requirements: formalized specification for performance, safety, and security
parameters

2.3 Industry impact and benefits

By developing this standardized framework, we aim to address critical industry challenges including
integration complexity, interoperability issues, and escalating development costs. The standard will not define
hardware specifications for VOMS, or address non-VOMS vehicle systems, maintaining focus on the software
interface layer.

Expected deliverables are:

¢ a standardized application interface with specifications for features, data model, and error handling
specified in a programming language independent format,
o typical request/response sequences for common use cases

Companies participating in the project will benefit from simplified integration processes, reduced development
time and costs, and enhanced innovation opportunities. Participation would be particularly interesting for
automotive OEMSs, Tier 1 suppliers, VOMS providers, and technology firms specializing in automotive
software and interfaces.
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3 Overview / Goals

3.1 Motivation

Vehicle Occupant Monitoring Systems (VOMS) are increasingly crucial in enhancing road safety by detecting
driver fatigue, distraction, and other impairments that can lead to accidents. As vehicles incorporate more
advanced autonomous features, the diversity and complexity of VOMS solutions have grown significantly.
This proliferation has created challenges in integration, interoperability, and consistent performance
evaluation across different vehicles and platforms.

The motivation for standardizing VOMS APIs stems from several converging industry trends and technical
challenges that currently impede the widespread adoption and effective integration of these systems.

3.1.1  Industry context and challenges

The automotive industry is experiencing unprecedented transformation driven by advances in autonomous
driving, electrification, and connected vehicle technologies. Within this context, VOMS have emerged as
essential safety systems capable of detecting driver fatigue, distraction, and other impairments that can lead
to accidents. However, the rapid proliferation of VOMS solutions has created a fragmented landscape
characterized by proprietary interfaces, incompatible data formats, and inconsistent integration approaches.

Current industry challenges include:

¢ Integration complexity: Different VOMS solutions employ varying interfaces and data models,
making integration complex and time-consuming. Automotive OEMs and Tier 1 suppliers often must
develop custom integration solutions for each VOMS provider, leading to duplicated effort and
increased technical debt.

¢ Interoperability limitations: The absence of standardized interfaces creates significant barriers to
system interoperability. VOMS solutions that work effectively in one vehicle platform may require
substantial modification to function in another, limiting market flexibility and increasing costs.

¢ Non-functional requirements specification: Without standardized frameworks, describing non-
functional requirements such as functional safety compliance, cybersecurity measures, and
performance parameters often relies on free-text specifications that can lead to misunderstandings
and implementation inconsistencies.

e Cost escalation: The need to adapt to multiple VOMS solutions and develop custom integration
approaches leads to higher development and maintenance costs across the automotive supply chain.

3.1.2 Technical motivation
From a technical perspective, the standardization of VOMS APIs addresses several critical needs:

o Data consistency: Establishing standardized data models ensures consistent representation of
occupant monitoring information across different systems and platforms.

o Safety assurance: Standardized interfaces enable more effective implementation of functional safety
requirements, particularly important given the safety-critical nature of many VOMS applications.

e Scalability: A unified APl framework supports scalable deployment of VOMS solutions across diverse
vehicle types and market segments.

¢ Innovation enablement: By providing a stable, standardized foundation, the API enables developers
to focus on innovation in monitoring algorithms and applications rather than integration challenges.
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3.2 Strategic objectives

The VOMS-API standardization project aims to achieve several strategic objectives that will benefit the entire
automotive ecosystem.

Simplify integration processes: By providing consistent interfaces and data models, the standard
will significantly reduce the time and effort required to integrate VOMS into vehicles. This simplification
will enable faster time-to-market for new vehicle models and reduce the technical barriers that
currently limit VOMS adoption.

Improve system interoperability: The standardized API will enable different VOMS solutions to work
seamlessly across various platforms and vehicles, creating a more flexible and competitive
marketplace. This interoperability will benefit both suppliers and OEMs by reducing vendor lock-in
and enabling best-of-breed solution selection.

Reduce development and operational costs: Lower development and maintenance expenses will
result from minimizing the need for custom adaptations and enabling reuse of integration components
across multiple projects and platforms.

Enable advanced safety features: Standardized interfaces will facilitate the development of more
sophisticated safety features that leverage VOMS data in combination with other vehicle systems,
supporting the evolution toward higher levels of vehicle automation.

3.3 Relations to other standards, projects, or organizations

In developing this standard, it is crucial to consider existing standards, projects, and related organizations
that influence the VOMS landscape. This ensures that the proposed standard is not only comprehensive but
also compatible with current practices.

Below is a list of relevant standards and organizations.

3.3.1

Related standards and standardization activities

3.3.1.1 ASAM OpenX standards

3.3.1.2

ASAM OpenDRIVE, OpenSCENARIO, and OpenX Ontology: These standards are pivotal for
defining data models that could be extended or referenced in the VOMS Application Interface.
ASAM SOVD: Relevant for diagnostic standards in vehicle systems and could complement VOMS
interfaces.

ASAM OpenMATERIAL: A standardized format for material properties, closely linked with their
respective 3D models.

ISO standards

ISO 26262: Functional safety standard applicable to automotive electrical and electronic systems.
Relevant for defining safety protocols for VOMS.

ISO 21448 (SOTIF): Standard for the safety of intended functionality, which aligns with the safety
assurance goals of VOMS.

ISO 23150: Standard for the data communication between sensors and data fusion unit, specifies
input for VOMS.
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3.3.1.3 SAE standards

o SAE J3016: Taxonomy and definitions for autonomous driving levels. Important for aligning VOMS
standards with vehicle automation levels.

e SAE J3131: Guidelines for sensor fusion and perception in automated driving systems, which can
support VOMS technology development.

3.3.1.4 AUTOSAR Classic and Adaptive

e Relevant for ensuring VOMS software components integrate smoothly with vehicle electronic
architectures. Classic/Adaptive usage is dependent on having functional-safety-related functionality.

3.3.1.5 Global vehicle safety and compliance frameworks

o General Safety Regulations: A European Union framework aimed at enhancing road safety by
mandating advanced safety features in vehicles.

o Euro-NCAP: Existing testing protocols for evaluating DMS functionality, which can be referenced for
defining validation benchmarks.

o GBIT 41797-2022: This Chinese standard, effective from May 2023, establishes the general and
performance requirements, along with test methods, for driver attention monitoring systems.

e C-NCAP: The China New Car Assessment Program also evaluates DMS for its safety ratings,
including Driver Fitness Monitoring and Driver Attention Monitoring.

e Visual-Manual NHTSA Driver Distraction Guidelines: Guidelines promoting safety by discouraging
the introduction of excessively distracting devices in vehicles.

3.3.2 Projects and collaborations

« ADAPTIVE (EU Project): Focuses on advanced driver assistance systems, including monitoring
functions that could provide insights into VOMS integration methods.

« ASAM SOVD Project: Provides diagnostic guidelines that could align with VOMS application
interfaces for diagnostics and monitoring.

3.3.3 Related organizations

o AUTOSAR: For collaborations on software architecture that may include VOMS components.

o ISO/TC 22/SC 39: Committee that deals with vehicle safety, which can provide relevant insights for
VOMS standardization.

o SAE International: Active in publishing automotive standards relevant to driver monitoring and
automated vehicle systems.
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= System architecture context

4.1 High-level system overview

This section provides comprehensive context through a detailed system architecture diagram and
accompanying explanations. This comprehensive system architecture context demonstrates where the
VOMS-API standard fits within the broader automotive ecosystem and clarifies the specific communication
interfaces that will be standardized through this project.

The VOMS-API operates within a complex automotive ecosystem where multiple systems must communicate
effectively to ensure safe and efficient vehicle operation.
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Figure 1 illustrates the high-level architecture that the API standard will support. The parts defined by this specification are marked with blue color.
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VOMS-API Data Flow Overview - Operational Communication
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Figure 2 - Data flow overview

411 VOMS core system

The central VOMS system usually consists of several interconnected modules, though the actual
implementation varies by system provider and constitutes their intellectual property. A typical VOMS will
include the following components:

e Sensor fusion module: Combines data from multiple sensors to create comprehensive occupant
state assessments.

e Computer vision processing: Analyzes visual data for eye tracking, head pose estimation, and facial
expression recognition.

e AI/ML engine: Applies machine learning algorithms for pattern recognition, behavior analysis, and
predictive modeling.

o Driver state analysis: Synthesizes processed data to determine attention levels, fatigue states, and
health conditions.

¢ Alert generation: Creates appropriate warnings and notifications based on detected conditions.

o Data management: Handles data storage, privacy protection, and historical analysis.
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41.2 Data and configuration interface

The standardized interface layer that enables communication with external vehicle systems. The VOMS-API
enables communication with numerous vehicle subsystems:

o ADAS controller: Receives driver attention levels, fatigue detection alerts, and distraction
notifications to inform automated driving decisions.

¢ Infotainment system: Obtains driver identification data for personalization, interaction capability
assessments, and content adaptation.

o Climate control: Receives comfort preferences and driver state information to optimize cabin
environment.

¢ Seat adjustment: Gets ergonomic settings and driver profile data for automatic positioning.

o Lighting system: Receives ambient adjustment requests and alert indicator commands.

¢ Audio system: Obtains audio alert requirements and volume adjustment recommendations.

¢ Vehicle gateway: Provides system status and diagnostic data for broader vehicle network integration.

¢ Cloud services: For anonymized analytics, software updates, and remote diagnostics.

o Fleet management: Enabling fleet monitoring and driver behavior analysis for commercial
applications.

o Emergency services: Supporting emergency alert capabilities and eCall integration.

¢ OEM backend: Providing diagnostic data and performance metrics for manufacturer analysis.

4.2 Communication patterns

The VOMS-API standard defines several key communication patterns.

¢ Real-time data streaming: Continuous data flows for monitoring applications that require immediate
response to changing conditions.

o Event-driven notifications: Alert-based communications triggered by specific conditions or
threshold violations.

¢ Request-response interactions: Synchronous communications for configuration, status queries,
and control operations.

o Batch data transfer: Periodic transmission of historical data, analytics, and diagnostic information.

4.3 Safety and compliance

The API standard enables setting of safety and compliance framework related non-functional requirements.

¢ Functional safety (ISO 26262): Safety requirements and hazard analysis.

o Cybersecurity (ISO 21434): Provides security protocols and threat mitigation measures to protect
against cyber-attacks.

o Data Privacy (GDPR): Data protection measures and consent management to ensure compliance
with privacy regulations.
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5 Technical content

This section outlines the technical details and components involved in the standardization project for Vehicle
Occupant Monitoring Systems. The content is structured to include components to be standardized and
methods of standardization. It also details top-level requirements and the benefits of implementing the
proposed standard. This section is intended for readers with an engineering background without specific
domain expertise; thus, a brief introduction to the key concepts is included.

5.1 Components and features to be standardized

51.1 API features and functions

The VOMS-API will standardize a comprehensive set of services organized into mandatory and optional
categories.

Mandatory services: Core functions that all VOMS implementations must support to ensure basic
interoperability and safety compliance. These include:

o Driver attention monitoring: Real-time assessment of driver focus on the driving task
o Fatigue detection: Identification of drowsiness and fatigue indicators

o Basic health monitoring: Detection of medical emergencies or incapacitation

e System status reporting: Operational status and diagnostic information

e Error handling: Standardized error reporting and recovery procedures

Optional services: Extended capabilities that may vary based on hardware configuration, market
requirements, and specific use cases:

e Advanced biometric monitoring: Heart rate, stress level, and other physiological indicators

o Passenger monitoring: Occupancy detection and safety monitoring for all vehicle occupants

e Gesture recognition: Hand and body gesture interpretation for vehicle control

o Voice analysis: Speech pattern analysis for health and emotional state assessment

o ldentity recognition: Driver identification for personalization features
Each API function will be specified with clear definitions including function name, purpose, input parameters,
output structure, and error conditions.
5.1.2 Coordinate system standardization

The API will define a unified coordinate system for all spatial data inputs and outputs, ensuring consistency
across different VOMS implementations. This includes:

e Vehicle-centric coordinate system: Standardized reference frame for all position and orientation
data

e Precision and accuracy requirements: Specifications for measurement tolerances and error
bounds
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5.1.3 Logical data model

The standardized data model will encompass core data entities, measurement units, and precision levels to
ensure data consistency across implementations:

e Core data entities:
o Driver state information: Attention level, fatigue indicators, health status
o Biometric data: Heart rate, breathing patterns, skin conductance
o Behavioral metrics: Eye gaze patterns, head pose, facial expressions
o Environmental context: Lighting conditions, temperature, noise levels
o System configuration: Sensor parameters, algorithm settings, calibration data

o Data types and structures: Comprehensive definitions for each entity using JSON Schema-style
specifications that enable language-independent implementation.

¢ Measurement units: Standardized units for all quantitative data to ensure consistent interpretation
across systems.

e Precision levels: Defined accuracy requirements for different types of measurements to support
safety-critical applications.

5.1.4 Non-functional requirements configuration

The API will provide formalized mechanisms for specifying non-functional requirements, replacing current
free-text approaches with structured, machine-readable specifications:

Performance requirements:
o Response time: Maximum latency for different types of API calls
e Throughput: Data processing rates and bandwidth requirements
e Resource utilization: Memory, CPU, and storage constraints
Safety requirements:
e Functional safety compliance: ISO 26262 ASIL level specifications
o Fault tolerance: Error detection and recovery capabilities
e Availability: System uptime and reliability requirements
Security requirements:
e Cybersecurity compliance: ISO 21434 implementation requirements
o Data protection: Privacy and encryption specifications

o Access control: Authentication and authorization mechanisms

5.1.5 Error handling framework

Standardized error codes and error-response schemas will ensure consistent error handling across all VOMS
implementations:

Error categories:
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System errors: Hardware failures, communication issues, resource constraints
Data errors: Invalid inputs, calibration problems, sensor malfunctions
Safety errors: Critical safety violations, emergency conditions

Security errors: Authentication failures, unauthorized access attempts

Error response schema: Structured format for error reporting including error codes, severity levels,
diagnostic information, and recommended actions.

5.1.6

Implementation examples

The standard will include comprehensive examples demonstrating typical request/response sequences for
common use cases:

Initialization and configuration: System startup procedures, sensor calibration, parameter setting
Operational monitoring: Real-time data requests, alert generation, status updates

Emergency handling: Critical alert processing, emergency response procedures

System termination: Graceful shutdown procedures, data preservation, cleanup operations

5.2 Method of standardization

The project will use collaborative development among ASAM members, including:

Iterative reviews: Conducting multiple review cycles, involving automotive OEMs, Tier 1 suppliers,
and technology partners, to refine standard definitions and technical specifications.

Compatibility with existing standards: Ensuring alignment with related standards (for example,
ASAM OpenX) and frameworks to enhance seamless integration and interoperability.

Update mechanism: Regular updates (for example, every three years) to incorporate new
advancements and maintain the relevance of the standard.

5.3 Top-level requirements

Technology-agnostic framework: The standard must be adaptable to various underlying VOMS
technologies, ensuring broad applicability.

5.4 Improvements and benefits

The proposed standard will provide multiple advantages:

Simplified integration: The standardized API will dramatically reduce the complexity of incorporating
VOMS into vehicles through consistent data models and interfaces, enabling faster development
cycles and reduced integration costs.

Enhanced interoperability: Facilitating compatibility across different platforms and systems will
improve the user experience for OEMs and Tier 1 suppliers while creating a more competitive and
innovative marketplace.

Cost efficiency: Lower development and maintenance costs will result from providing a single
framework that is adaptable across various systems, reducing the need for custom integration
solutions.
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« Innovation enablement: By providing a stable, standardized foundation, the API will enable
developers to focus on innovation in monitoring algorithms and applications rather than integration
challenges.

5.5 Assumptions

o The standard will not specify hardware requirements for VOMS.

e The project assumes continued support and collaboration from key stakeholders, including
automotive OEMs and VOMS solution providers.

o Alignment with future versions of related standards and updates in global data protection regulations.

This structured approach to standardization in VOMS aims to address current industry challenges and
support future innovations in automotive safety and driver assistance technologies.
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6 Deliverables

At the end of the development phase, the project group will deliver the following work packages:

Deliverable Description Format
A comprehensive document specifying the
application interface of vehicle occupant monitoring
systems. It consists of mandatory and optional
services, e.g. gaze tracking, fatigue detection, and
health-related features.
Content structure:
o Feature specifications: Detailed definitions
of all APl functions with input/output PDF document with
parameters accompanying
« Data model documentation: Complete data machine-readable
Application Interface structure definitions and relationships specifications
Specification Document . .
e Error handling framework: Standardized (JSON Schema,
error codes and response schemas OpenAPlI)
e Coordinate system definition: Unified
spatial reference framework
o Configuration guidelines: Non-functional
requirements specification methods
o Safety and Security Requirements:
Compliance frameworks and implementation
guidelines
Implementation Support A set of resources to assist developers and engineers Zip file

Package

in adopting standards, including  typical
request/response sequences, sample data, and
integration guidelines.

Table 1 — deliverables of the development phase
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6.1 Review process
The process for deliverable review documented in the project guide is applicable to all projects (see here).

The ASAM Office Responsible will provide further details on quality criteria and tools used prior to the initiation
of a review in a project.

Table 2 — selection of Review Type

Please indicate whether the project aims to perform an ASAM | ASAM Member Review
member review or a full public review. This is not required for
maintenance projects.
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7 Some examples

The following examples are not intended to in any way predict the format of the standard to be developed.
Its purpose is simply to give the reader an idea of what elements make up this API.

7.1 Operation definition

To request actual status of the driver:

"GetDriverStatus": {

"description"”: "Request an analysis of the actual status of the driver.",
"request": "#/definitions/GetDriverStatusRequest",
"response": "#/definitions/DriverStatus"

}

Sample response:

{
"messageType": "DriverStatus",
"payload": {
"sessionId": "sess-9876",
"timestamp": "2025-05-06T712:45:00+02:00",
"overallAttention": 0.78,
"alerts": [
{
"type": "EYES_OFF_ROAD",
"level": 0.65,
"detectedAt": "2025-05-06T12:44:55+02:00"
¥
{
"type": "DROWSINESS",
"level": 0.55,
"detectedAt": "2025-05-06T12:44:50+02:00"
¥
1
}
s

7.2 Data structure definitions

"CameraResolution": {
"description": "Resolution of the camera used for frame capture, in pixels.",
"type": "object",
"properties": {
"width": { "type": "integer", "minimum": 1 },
"height": { "type": "integer", "minimum": 1 }
s
"required": ["width", "height"],
"additionalProperties"”: false

¥

"AlertEntry": {
"description”: "Single alert event recorded in driver status.",
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["DROWSINESS","DISTRACTION","EYES_OFF_ROAD", "YAWNING" ]
}s
"level": {
"type": "number",
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"minimum": 0.0,
"maximum": 1.0,
"description”: "Severity level of this alert."
s
"detectedAt": {
"type": "string",
"format": "date-time",
"description": "Timestamp when alert was raised."
}
s
"required": ["type","level", "detectedAt"],
"additionalProperties": false

¥

7.3 Error handling

Any operation can return an error instead of the defined payload.

"ErrorMessage": {
"type": "object",
"properties": {
"messageType": { "const": "Error" },
"payload": {
"type": "object",
"properties": {
"code": { "type": "string" },
"message": { "type": "string" }
¥
"required": ["code","message"],
"additionalProperties": false
}
s
"required": ["messageType","payload"],
"additionalProperties": false

}

Example for an error:

{
"messageType": "Error",
"payload": {
"code": "FRAME_TOO_LARGE",
"message": "Submitted frame exceeds the 1 MB limit"
}
s
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