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Foreword

The SOVD Standard provides an API for diagnosing software-based vehicles. It provides
uniform access to the diagnostic content of HPCs and their related applications as well as
classical ECUs.

SOVD follows an HTTP REST based approach. Thereby no automotive specific stack is
needed on client side. Due to the flexible type-system used, it provides access to a broad
variety of content required for HPC diagnostics.

SOVD supports the following scope:

Capability discovery

Reading and deletion of fault entries

Reading and writing of data resources

Reading and writing of configurations

Control of operations (including control of entity states via defined modes and
locking of entities)

Software update

Handling of bulk data

Logging data access

For the convenience of the user, a machine-readable OpenAPI definition of the methods is
published alongside this document.

ASAM SOVD, API Specification Version 1.0.0 8



	Foreword
	1 Introduction
	1.1 Overview
	1.2 Motivation

	2 Relations to Other Standards
	2.1 References to Other Standards

	3 SOVD Architecture
	3.1 Usage Scenarios
	3.1.1 Remote
	3.1.2 Proximity
	3.1.3 In-Vehicle


	4 SOVD API General Aspects
	4.1 HTTP REST Based Approach
	4.2 Entities
	4.2.1 Entity Types
	4.2.2 Multi-SOVD Server Environments
	4.2.2.1 Public SOVD Server
	4.2.2.2 Private SOVD Server

	4.2.3 Entity Hierarchy and Relations
	4.2.4 Entity Identifier and Path

	4.3 Resources
	4.3.1 Resource Collections
	4.3.2 Standardized Resources

	4.4 SOVD API Versioning
	4.5 Internationalization and Localization
	4.5.1 Internationalization
	4.5.2 Unit Definitions
	4.5.3 Other Localization Topics (Numbers and Dates)

	4.6 Response Status Codes
	4.6.1 Generic Definition of Status Codes
	4.6.2 Definition of Error Details
	4.6.3 SOVD Error Codes for Common Cases

	4.7 Common Primitive Data Types
	4.8 Definition of JSON Schema and Objects for Vehicle Responses
	4.9 Discovery of the SOVD Server for the Proximity Use Case
	4.9.1 General Concept
	4.9.2 Network Connection
	4.9.3 Address an SOVD Server Using mDNS
	4.9.4 Discovery of the SOVD Server Using DNS-SD
	4.9.5 Example

	4.10 Discovery of the SOVD Server for the Remote Use Case

	5 Capability Description
	5.1 Introduction
	5.2 Capability Description Structure
	5.2.1 Info Object
	5.2.2 Path Item Object
	5.2.3 Operation Object
	5.2.4 Schema Object
	5.2.5 Header Object
	5.2.5.1 Authorization Request Header
	5.2.5.2 Location Response Header
	5.2.5.3 X-SOVD-Mode Request header

	5.2.6 Parameter Object
	5.2.6.1 include-schema


	5.3 Online and Offline Capability Descriptions
	5.3.1 Introduction
	5.3.2 Offline Capability Description
	5.3.3 Online Capability Description

	5.4 Variant Handling in Offline Capability Description
	5.4.1 Introduction
	5.4.2 Extension: x-sovd-applicability
	5.4.3 Usage of x-sovd-applicability by the SOVD Client


	6 SOVD REST API
	6.1 Introduction
	6.2 Definition of Conventions for API Methods
	6.2.1 Query Parameters
	6.2.2 Request Body

	6.3 Timeout Definitions
	6.4 API Methods for Access to Capability Description Content
	6.4.1 Introduction
	6.4.2 Query an Online Capability Description

	6.5 API Methods for Discovering of Entities and Resources
	6.5.1 Introduction
	6.5.2 Query of Available Entities Under This SOVD Server
	6.5.2.1 Discover Contained Entities
	6.5.2.2 Query Sub-Entities of an Entity
	6.5.2.3 Query Related Entities of an Entity

	6.5.3 Query Entity Capabilities

	6.6 API Methods for Fault Handling
	6.6.1 Introduction
	6.6.2 Read Faults from an Entity
	6.6.3 Read Details for a Fault
	6.6.4 Delete All Faults of an Entity
	6.6.5 Delete Single Fault of an Entity

	6.7 API Methods for Data Resource Read / Write Access
	6.7.1 Introduction
	6.7.2 Query of Data Resource Categories and Groups
	6.7.2.1 Retrieve Categories Supported by a Data Resource Collection
	6.7.2.2 Retrieve Groups Supported by a Data Resource Collection

	6.7.3 Retrieve List of All Data Provided by the Entity
	6.7.4 Read Single Data Value from an Entity
	6.7.5 Read Multiple Data Values from an Entity
	6.7.5.1 Retrieve List of All Data-Lists Provided by the Entity
	6.7.5.2 Creating a Data List for Reading Multiple Data Values at Once from an Entity
	6.7.5.3 Read Multiple Data Values at Once from an Entity Using a Data List
	6.7.5.4 Delete an Existing Data List

	6.7.6 Write a Data Value to an Entity

	6.8 API Methods for Configuration
	6.8.1 Introduction
	6.8.2 Retrieve List of All Configurations Provided by the Entity
	6.8.3 Read Configuration
	6.8.3.1 Introduction
	6.8.3.2 Read Configuration as Bulk Data
	6.8.3.3 Read Configuration as Parameters

	6.8.4 Write Configuration
	6.8.4.1 Introduction
	6.8.4.2 Write Configuration as Bulk Data
	6.8.4.3 Write Configuration as Parameters


	6.9 API Methods for Control of Operations
	6.9.1 Introduction
	6.9.2 Ensuring Proximity Diagnostics
	6.9.3 Retrieve List of All Available Operations from an Entity
	6.9.4 Get Details of a Single Operation
	6.9.5 Start Execution of an Operation
	6.9.6 Get Executions of an Operation
	6.9.7 Get the Status of an Operation Execution
	6.9.8 Stop the Execution of an Operation
	6.9.9 Support for Execute / Freeze / Reset and OEM-Specific Capabilities

	6.10 API Methods for Support of Target Modes
	6.10.1 Introduction
	6.10.2 Retrieve List of All Supported Modes of an Entity
	6.10.3 Get Details of a Single Mode of an Entity
	6.10.4 Explicit Control of Entity States via Their Defined Modes
	6.10.5 Hint-Based Control of Entity States via Their Defined Modes

	6.11 API Methods for Locking
	6.11.1 Introduction
	6.11.2 Acquire a Lock on an Entity
	6.11.3 Get All Acquired Locks of an Entity
	6.11.4 Get a Single Active Lock of an Entity
	6.11.5 Modify the Expiration Time of an Acquired Lock on an Entity
	6.11.6 Release an Acquired Lock on an Entity

	6.12 API Methods for Software Update
	6.12.1 Introduction
	6.12.1.1 Update Origins
	6.12.1.2 Stepwise Software Update
	6.12.1.3 Automated Software Update
	6.12.1.4 Autonomous Update Package
	6.12.1.5 Example

	6.12.2 Retrieve List of All Updates
	6.12.3 Get Details of Update
	6.12.4 Automated Installation of an Update
	6.12.5 Prepare Installation of an Update
	6.12.6 Execute Installation of an Update
	6.12.7 Get Status of an Update
	6.12.8 Delete Update Package from an SOVD Server (Optional)
	6.12.9 Register an Update at the SOVD Server

	6.13 API Methods for Handling of Bulk Data
	6.13.1 Introduction
	6.13.1.1 Resource Organization
	6.13.1.2 Encoding of Bulk Data

	6.13.2 Retrieve List of all Bulk Data Categories
	6.13.3 Read Bulk Data Meta Data
	6.13.4 Download and Upload Bulk Data
	6.13.4.1 Download Bulk Data
	6.13.4.2 Upload Bulk Data

	6.13.5 Delete Bulk Data
	6.13.5.1 Delete All Bulk Data Defined by Category
	6.13.5.2 Delete Specific Bulk Data Resource


	6.14 API Methods for Logging
	6.14.1 Introduction
	6.14.2 Retrieve List of All log Information
	6.14.3 Configure SOVD Logging
	6.14.4 Retrieve the Current SOVD Logging Configuration
	6.14.5 Reset SOVD Logging Configuration to Default

	6.15 Authentication of SOVD Clients (Informative)
	6.15.1 Introduction
	6.15.1.1 Online Authentication and Authorization
	6.15.1.2 Offline Authentication and Authorization
	6.15.1.3 Implementation Hints

	6.15.2 Secure Connection using TLS
	6.15.3 Verifying SOVD Client Credentials and Requesting a Token at the Backend
	6.15.4 Verifying SOVD Client Credentials at the Vehicle
	6.15.5 Requesting a Token
	6.15.6 Request Header for Access-Restricted Resources
	6.15.7 Validating a Token


	7 Classic Diagnostic Adapter
	7.1 Introduction
	7.2 Access to UDS Based Entities
	7.3 Specific Mapping of UDS Services to SOVD Modes
	7.3.1 Mapping of SessionControl ($10) Subfunctions to SOVD Modes
	7.3.2 Mapping of SecurityAccess ($27)
	7.3.3 Mapping of $29 Authentication to SOVD Modes (Informative)
	7.3.4 Mapping of Communication Control ($28) Subfunctions to SOVD Modes
	7.3.5 Mapping of Control DTC Settings ($85) Subfunctions to SOVD Modes

	7.4 Mapping of UDS Services to Data Resources
	7.5 Mapping of UDS Services to Fault Resources
	7.6 Mapping of UDS Services to Operation Resources
	7.6.1 Mapping of Routine and IOControl Services to Operation Resources
	7.6.2 Mapping of EcuReset Service ($11) to Operation Resources


	8 Terms and Definitions
	9 Symbols and Abbreviated Terms
	10 Bibliography
	Appendix: A. SOVD API Common Example
	A.1. Introduction
	A.2. Entity Hierarchy
	A.3. Entities and Their Resources
	A.3.1. App AdvancedLaneKeeping
	A.3.2. App WindowControl
	A.3.3. App Navi
	A.3.4. Component Camera
	A.3.5. Component PowerSteering

	A.4. Complex Sequence Examples
	A.4.1. Creation and Usage of a Temporary Data-List Resource
	A.4.2. SteeringAngleControl Operation incl. Modes and Locks

	A.5. Function VehicleHealth
	A.5.1. Introduction
	A.5.2. Retrieval of VehicleHealth


	Appendix: B. Specific Variant Applicability
	B.1. Introduction
	B.2. Example




