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What are the new safety aspects of Automated Driving?

Misunderstandings,
Mode Confusion,
Overburdening and
Misuse

Limited Sensor
Performance / Impairment
by environmental
conditions

Traditional Functional
Safety (FuSa) considers
hazards caused by failures
of E/E systems

Inpredictable behavior
of Machine Learning
Algorithms

Misfit between
system assumptions
/ specification and
actual environment

FuSa Q

ISO 26262
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What is an ODD?

Operational Design Domain (ODD) :=
“specific conditions under which a given driving automation
system 1s designed to function”

Possible driving ISO DIS 21448

“operating conditions under which a given driving automation
system or feature thereof is specifically designed to function,
including, but not limited to, environmental, geographical, and
time-of-day restrictions, and/or the requisite presence or absence
of certain traffic or roadway characteristics.”

SAE J 3016

ODD

Each axis is one measurable feature or parameter of the operating conditions
Green area delimits the authorized operating conditions (ODD)
Red parts are operating conditions not intended for AD operation (i.e. outside ODD)
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How does the ODD relate to scenarios?

Possible driving

N
Scenarios

vl

Scenarios that start inside ODD
and (unintentionally) leave the
ODD are safety relevant!

Some people believe that a list of typical scenarios defines an ODD
This is not correct — scenarios happen in the context of the ODD
However, there is a close relation between ODDs and scenarios:

1.
2.

The ODD provides the context for the driving/test scenarios
The ODD (and possible situations therein) provides input to the
AD function specification — which then serves as the basis
(expected behavior of the AD function / pass fail criteria) for the
test scenarios

For each scenario it can be checked for each point in time
whether the subject vehicle is inside or outside its ODD
Sufficient coverage of the ODD (with all of its aspects, egde
cases and rare events) will eventually have to be shown

Scenarios are just samples — like test cases in software testing.
Finally, they must sufficiently (i.e. by equivalence classes) cover the whole ODD
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Possible Representations of ODDs: Tabular Notations

Attribute Sub-attribute Sub-attribute Capability
Drivable area type Motorways (M) — Yes
Radial roads (A-roads) Yes
Distributor roads (B-roads) Yes
Minor roads No
Lane specification Number of lanes — Yes, minimum of two
lanes |
Lane dimensions Minimum 3.7 m |
Lane type I Bus lane No |

Trafficlane ODD Definition (based on checklist)

Cycle lane type filter text
Tram lane Feature / Condition Value
Emergency lar Target Vehicle Types | Passenger cars up to & persons, up to 3 tons gross weight
—— Applicable Road Types for AD Function Highways in industnalized countries (forbidden for cyclists and horse camages etc.)
Etr:';e" special '!.fehitlc speed range dunn_g_.ﬁ.l] :lpcut_il:sn _."J e B0 km/h, only _furward !ii_r::th_:.ln .
Allowable number of lanes for ego vehicle' direction »=2
Direction of travel Right-hand tri Must have rosd shoulder for emergency stop? yes
m May have pedestrian sidewalk or cycle lane? :nn
Allowable time of day [/ light conditions duning AD operation daytime, might (no streetlamps)
Allowable weather / visibility conditions during AD operation wisibility not less than 500 m, with reduced speed no less than 100 m (no heavy rain, no dense fog, no heavy snowfall)
Allowable road surface conditions during AD operations paved road, dry or wet, no slippery conditions (like ice, snow covered, leaves, oil)
VRUs around during AD operation not in the regular caze, but in exceptional cases (after accident / car breakdown, in censtruction site, illegal walkers etc.)
Opposite traffic around dunng AD operation . no (solid separation required)
'f:rc-?sing_ traffic ar|:|1.!nd dunng AD operation no .
Traffic lights possible during AD operation not in the regular case, but in exceptional cases (e.g. drawbridge, tunnel, traffic management scheme, construction site)
Required road infrastructure (&.9. quardrails) .yes (unless there is & solid wall or st least 50 m of lateral free divable space to the respective side of the road)
Restriction on certain traffic situstions {e.g. traffic jar) | notin construction sites where traffic priority is signalled by humans
Excluded behavior of other traffic particnpant.s (e.g. vehicle in front . an_-,: vehicle around backing up or not .aiigning with traffic scheme (&.g. standing crosswise after skidding) must end AD
backing up must end AD cperation) operation.
Excluded situations for AD operation (e.g. construction sites) not in the proximity of tool plazas and border police barriers
Dirrver must be constantly supervisiong M operation . no
Drrver allowed to FIEI'['EII’IT‘.l side ’_ta_si:s durning AD operations _.yts

Eprc.ll:l:‘r tml;rgtn::.,' take over time by drver 30s



Possible Representations of ODDs: Formal Languages

Drivable area

For drivable area type, we allow [motorways, radial roads, distributor roads].

We do not allow [minor roads].

Drivable area lane specification

For lane specification we allow at least [two] lanes with at least [3.7 m] width.

Far lane type we allow [traffic lane].
We do not allow [bus lane, cycle lane, tram lane, emergency lane].

Far direction of travel, we allow [left hand traffic].

Environmental

For wind, we allow [up to 15 m/s].

For rainfall, we allow [up to 10 mm/h].

For snowfall, we allow [light snow, moderate snow].

For illumination, we allow [day, night, cloudiness, artificial illumination].

Dynamic elements

For agent types, we allow [vulnerable road users, animals, non-motorized agents].

Exceptions

In rainfall we do not allow [motorways],

Formalizing an ODD language requires
a syntax definition (grammar) and an
ontology (terminology and possible
relations between objects)

An ODD language can (and should) be
human-readable.

The ASAM OpenODD Initiative aims at
defining a formal and exchangeable
specification format for ODDs.
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Why a structured definition of ODD is important

* Aspect 1: Know what is in your universe (i.e. everything you have to master)

- An automated vehicle must be designed and validated to safely operate under any conditions within ODD

- The remaining risk of unforeseen conditions that are in the real ODD but not in the specficiation or test
cases must be estimated (,,edge cases”)

- The ablity to accurately describe all aspects inside the ODD (all road types, objects, environmental
conditions, expectable maneuvers etc.) is key to an accurate and complete requirements specification,
safety analysis and test/simulation scnenario set for the AD function

* Aspect 2: Know where your universe ends (i.e. continuing outside is unsafe)
- The capability of an automated vehicle to determine where it is safe to operate and where not

- The challenge is that the automated vehicle must detect the ODD edges onboard (i.e. onboard sensors,
HD maps and self-localization, V2X) and in real time to base safety-critical decisions on it

E.g. when to forbid activation of a function, when to call for driver-takeover or stop the vehicle, when to modify behavior, e.g. by

disabling subfunctions or limiting the speed

- The ability to accurately describe the conditions that determine the limits of the ODD is key to design safe
ODD sensing and decision making algorithms, and corresponding test cases to validate these
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The significance of the ODD for the SOTIF Process
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ODD as Requirements/Constraints for AD Function

Requirements Editor

P type filter text

Mame

Description

Comment

= v = ﬁl
‘% KN E
Kind Status

/—’\

Sensor Range 150 m

Pedestrian detection capability

Ability to work at night

To support highway operation at a speed up 120 kph, the sensor set shall

be able to perceive a standard vehicle target from a distance of at least

150 m.

Te ensure safety of sporadic pedestrians on the highway, the sensor set

shall be able to detect standard pedestrian targets from a distance of 150

m with at least 99.9% true positive rate under all specified visibility and

Distance is calculated from max speed ac.,

ODD based on achievable processing tirmes
and brake capabilities.

Required true positive rate is calculated from

ik

acceptable risk of hitting a pedestrian in the
driving corridor and expected occu

al ' | =l

FUNCTIONAL | PROPOSED

rrence rate | FURCTIONAL | PROPOSED

weather conditions,

To support operation at any time of the day| -
suitable sensors to detect wehicles, people 4|

distance range even at night.

Te suppert operation under reduced visibili] |

Aspect Value Range
Road types Highway
Speed range <= 120 kph
Time of day any
Visibility >=50m
Pedestrian sproradicly

©20
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Requirement with regard to , Leaving the ODD"

ODD Example

Scenario Example
Highway Pilot is only allowed
* On highways  I‘m driving through the city
* At bright daylight * I‘m entering a highway
* |'m switching on Highway Pilot
* After 2 h, it starts to get dark

Danger!
Leaving ODD!
Requirements Editor

P type filter text

M® ‘ID Marne Description Comment ‘Kind Status
Acc. to ODD the function is specified for
daytime ocnly, so supposedly the sensors

Function abort on declining liaht The AD functicn shall continuously monitor if the won't work with the required accuracy and
1 | <E» REQD10 conditions 979 exterior light conditions fall below 1000 bx and in this | reliability if light conditions are worse than FUMCTIOMAL PROPOSED
case prompt the driver to take over control, that. 5o we need to recognize at runtime that

we are leaving the safet ODD, and safetly
abort the AD function in this case,
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HARA Procedure for Highly Automated Driving (Level 3 - 5)

Output

| Controllability

Input Activities
Automation
Features ; !
1 | q
i Interfaces & ! Potential
! ! Control  “=-=-=-=-=------- | Human
v Structure ! Intervention
ey ' t
v v
Rel . Expected Inappropriate Hazardous
€levan — %  Behavioror ——  Behavioror —» Consequences /
Scenarios Reaction Reaction Accident
A
A l
Possible
Injuries
Situation
Catalog B
A

—

ODD as a central input to derive the
situations for which the risk
associated with hazards is assessed.

Severity

(S)

Exposure /
Statistical
Frequency

Hazardous
Event

L

ASIL /
General
acceptability

v

Safety Goal /
Veh. Level
Constraint

v
Safe State /
Min. Risk
Condition

v

FTTI & Further
parameters

\nsys



ODD as Scenario Space for Hazard Analysis

Operational Situations Catalogs

Select a catalog in the upper table and define its details in the lower table!

type filter text

Operational Situations Catalegs

Additional Exposure Parameter

for Risk Assessment

LH

Basic Driving Situations

type filter text

Location em Usage Vehicle Speed Traffic and People Road Conditions Environment pecific Details Exposure Exposure Comment Exposure l ™ | | 52
eneral driving - _ light or dense motorway traffic
motorway / divided road  |fincludes moderate accelerating, It(yrﬁirc;;l motonway speed ( <=130 (cars, trucks, busses, sporadic  f dry daylight, clear visibility E4 =10 % of average operating time Duration
raking and curves) ’ motorcycles)
eneral driving - _ light or dense motorway traffic night (with streetlamps or
motorway / divided road includes moderate accelerating, tkyrﬁi,cha]l motonway speed ( <=130 (cars, trucks, busses, sporadic  § dry some remaining light) or E4 =10 % of average operating time Duration
raking and curves) ’ motorcycles) dusk/dawn, clear visibility
eneral driving light or dense motorway traffic -
motorway / divided road includes moderate accelerating, zﬂiilci'tiaod:f:c—i t;[)";::::]er (cars, trucks, busses, sporadic [ dry Le:nic:fi ws',:belaht}r E;E] E2 <1 % of average cperating time Duration
raking and curves) - ’ motorcycles) g. heavy
eneral driving . _ light or dense motorway traffic £y
motorway / divided road includes moderate accelerating, tk)rrsifha)l motorway speed ( <=130 (cars, trucks, busses, sporadic  §wet daylight, clear visibility E4 =10 % of average operating time Duration
raking and curves) i motorcycles) ]
eneral driving - _ light or dense motorway traffic night (with streetlamps or
motorway / divided road includes moderate accelerating, tkyrsi,cha)l motorway speed ( <=130 (cars, trucks, busses, sporadic [ wet some remaining light) or E4 =10 % of average operating time Duration
raking and curves) ’ motorcycles) dusk/dawn, clear visibility
eneral driving light or dense motorway traffic T
moterway / divided road includes moderate accelerating, zﬂ:?:lciltiaod:fzj‘i t;[)\’;:::::)er (cars, trucks, busses, sporadic B wet rde:nic:fdo VISFLZIEIIW E;E) E2 <1 % of average operating time Duration
raking and curves) - ' motorcycles) 9. heavy
eneral driving light or dense motorway traffic § . -
motorway / divided road includes maderate accelerating, iii?ﬂ?tiaod:f:‘j t;[)\:::?:)er (cars, trucks, busses, sporadic ilifﬁinwéép;:l::ﬂ covered daylight, clear visibility E2 <1 % of average operating time Duration
raking and curves) - ’ motorcycles)
eneral driving light or dense motorway traffic § . - night (with streetlamps or
motorway / divided road includes moderate accelerating, speec_l gdapted to weaiiher (cars, trucks, busses, sporadic sll.pper}r, (part.lally] covered some remaining light) or E2 <1 % of average cperating time Duration
raking and curves) conditions (<= 50 km/h] motorcycles) with snow or ice dusk/dawn, clear visibility
eneral driving light or dense motorway trafficf§ . - - <1 % of average cperating time
motorway / divided road includes moderate accelerating, zﬂiilci'tiaod:fgjc—i t;[)";::::]er (cars, trucks, busses, sporadic :Iigﬁinr};\.(vp; :tilca!y] covered denic:fi ws'zbelaht}r E;E] E2 (Mote: snow/ice and bad visibility are not | Duration
raking and curves) - i motorcycles) g vy independent, so no further reduction)
eneral driving . light or dense motorway traffic o A
motorway / divided road includes moderate accelerating, E::::;]“t (> 130 km/h and <120 (cars, trucks, busses, sporadic  f§ any any E2 élr;;::;\;r;?:yobp:;a;::g;r:::e;:fm Duration
raking and curves) ’ motorcycles)
eneral driving light or dense motorway traffic insignificant fraction of overall driving
moterway / divided road includes moderate accelerating, extremely fast (= 180 km/h) (cars, trucks, busses, sporadic  f any any E1 (Only relevant for specific vehicles and Duration
raking and curves) motorcycles) specific countries)
- . . Occurs less often than once a year for the
eneral driving ical mot d(<=130 light or dense motorway traffic tanding / walking / t maority of dri (pedestri
moterway / divided read includes moderate accelerating, typlfa metenvay spes - (cars, trucks, busses, sporadic  § dry any Ersen sianding £ watking / E1 grea majority of drivers (pedestrians are Frequency
. km/h) epping on road / driving lane illegal en motorways - for roadworkers
raking and curves) motorcycles)
see separate case)
eneral driving typical moterway speed (<=130 light or dense motorway traffic erson standing / walking / Occurs Ie.ss.of'terl th.an S ye;rforthe y
motorway / divided read  |fincludes moderate accelerating, krﬂa’h] Vsp - (cars, trucks, busses, sporadic  f wet any epping on roz?ci P dri\ring.lane El %lreatlmajont{ of d”VE': (PEdEdSt”a’E "% | Frequency
raking and curves) ' motorcycles) ’ iHiegalon TO 0”‘:33'5' or rogdwarkers v
£ >
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ODD as Scenario Space for Hazard Analysis

Combinatorial Explosion — Keeping the HARA manageable

Weather
dry rainy icy

g City Street
>
'—
"é Country Rd
[

Highway

Full factorial of a few basic
features (e.g. road type)

speed = below 30 km/h

@ / speed = 30...80 km/h

general driving ——— > speed = 80...120 km/h

\

speed = above 120 km/h

Highway & dry

\ entering highway
etc...

special situations ————— exiting highway

\ in a traffic jam

passing through construction site

Unbalanced refinement for more details,
as appropriate (where not needed put: ,, any“)

Decoration:

Bridge

Tunnel
Guardrails
Traffic Signs

Explicit List of Extra Decoration

Exceptional situations:

S

emergency braking
animal on highway
fallen motorcyclist

On-demand addition / or
eparate analysis of special or
rare side conditions
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Hazard Analysis (FuSa & SOTIF) based on Situation Catalog

i, FuSaSOTIF HARA I.ongitudinal Control (Excerpt) MNote table layout changes will not be persisted in this read-only editor

P type filter text

Automation
InODD  Qactive

Malfuncticning

Location ltem Usage Vehicle Speed Traffic and Pecple Road Conditions | Envirenment | Specific Details Expected Behavior Behaviour Hazard
; general driving . light or dense motorway traffic ) « Keep distance to [MF&1] Driving at too -
motorway (includes moderate accelerating, fypical m?toma}r p (cars, trucks, busses, sporadic dry d_a:..rll_g.ht, clear predecessor vehicle @ close distance to ! [H3] CD.IIISID” or danger
divided road . speed [ <=130 km/h) visibility . short distance to moton
braking and curves) motorcycles) 1 Keep speed predecesor
[ drivi light or d + traffi 5 ]Keep distance to
motorway / general crving . typical motorway \ght or dense motonway tratfic daylight, clear ~ predecessor vehicle [MF28] Unjustified [H1] Unjustified Strong
. (includes moderate accelerating, . {cars, trucks, busses, sporadic dry Lo - ! . 2.
divided road braki d ) speed [ <=130 km/h]) i les) visibility emergency braking Deceleration (rear collisi
raking and curves, muotercycles € Keep speed
. general driving , light or dense motorway traffic ' ) Keep distance to [MF&1] Driving at too .
motorway (includes moderate accelerating, typical motorway ; {cars, trucks, busses, sporadic wet d.a:.'r“.g.ht’ clear predecessor vehicle @ close distance to ! [H3] CD_”'S'D" or danger
divided road . speed ( <=130 km/h) visibility ; short distance to moton,
braking and curves) motorcycles) 4] Keep speed predecesor
> : . — Keep distance to
. general driving . light or dense motorway traffic . P ) A -
r'rjlc:.torwa}r ! (includes moderate accelerating, typical motorway " {cars, trucks, busses, sporadic wet d_E‘_'!.f|I_g.|“1t.. clear predecessor vehicle [MF4S] UHJUStIﬂ?d ! [H1] UHJU.StIﬂEd Strong_
divided road braki speed [ <=130 km/h) visibility ) emergency braking Deceleration (rear collisi
raking and curves) maotorcycles) ) Keep speed
. . . reduced — Keep distance to o
. general driving speed adapted to light or dense motorway traffic A ) EEp _ [MF41] Driving at too -
;qol'ilor;vay;d (includes moderate accelerating, | weather conditions (cars, trucks, busses, sporadic wet ;mb'h?‘ (. predecessor vehicle D close distance to ! [;BLCCID.ILISIDH irdanfer
rided roa braking and curves) (== 50 km/h) motorcycles) Enseted. GK d predecesor short distance to moton
heavy rain) - heep spee
motorway / general driving | very fast (» 130 kmyh  |119Nt or dense motorway traffic . Be passive (don't [MF49] Unjustified | . [H1] Unjustified Strong
o (includes moderate accelerating, 3 {cars, trucks, busses, sporadic any any BN - ! ) =
divided road braking and curves) and <180 km/h) motorcycles) influence any actuator) emergency braking Deceleration (rear collisi
N MF50] Failing to
y . . wehicle in front performs [
motorway g!eneral driving . typical motorway light or dense motorway trafﬁc clear visibility | strong braking maneuver o 4 Perform Emergency o brake (strong and ... [H3] Collision or danger
. (includes moderate accelerating, . {cars, trucks, busses, sporadic dry - i . . h ! - timely encugh) for ! )
divided road . speed ( <=130 km/h) {day or night) |is involved in accident / Braking i .= short distance to moton
braking and curves) maotercycles) loss of control collisien-critical
motorvehicle
S [MF50] Failing to
. general driving speed adapted to light or dense motorway traffic n.?c!u.cled vehicle in fr.D"t performs brake (strong and .
rotonway / : . . - visibility (e.g. | strong braking maneuver o ~— Perform Emergency ! [H3] Collision or danger
. (includes moderate accelerating, | weather conditions (cars, trucks, busses, sporadic wet - - - . k! - @ timely encugh) for ! .
divided road . . dense fog, is involved in accident / Braking - et short distance to moton
braking and curves) (== 50 km/h) motorcycles) heavy rain) loss of control collision-critical
vy motorvehicle
s Perform Emergency [MF52] Failing to
I} general driving . light or dense motorway traffic - Unexpected obstacle (e.g. “ Braking brake (strong and - - -
rr?o.torwa)r_ (includes moderate accelerating, typical motorway . {cars, trucks, busses, sporadic dry d.a:.'r“.g.ht" clear rock, lost cargo) or big O timely encugh) for ! [H4] (.:D.HISIDH with SDIIC_
divided road speed ( <=130 km/h) visibility on driving lane or nearb:

braking and curves)

motercycles)

animal en driving lane

Evade / Change lane if
possible

collision-critical solid
object



ODD as a source for SOTIF V&V scenario specification

Scenarios Simulation Environment with SuT
from Spec p—
| et
(e.g. NCAP) I sansor readings
] Concrete D pr:l\cq-::!inn. detect Diid driving
AbSt ra.Ct . LOg|C?I Pa rameter (Executa ble) the objects/events function respond
‘ g _ Scenarios Enrichment Scenarios . . propesty? properky?
Assignment Scenarios
7z i
Scenarios
from Road
Testing
%5 i Traffic
I E— Bullfimg OoDD Parameter
Brick . ..
. Statistics
Repository
Scenarios
from Safety
Analysis
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How to measure coverage of the ODD with test scenarios?

* Scnenarios are similar to test cases in software testing:
They sample just a few representatives from a large and dense input space
nge * The ODD has a huge combinatorics of enumerative attributes.
* The ODD also contains attributes from continuous value space (e.g. lane width).

* Scenarios are ,infinitely thin lines” — even a large number of them cannot really cover the ODD
= => A notion of sufficient coverage must be found (i.e. risk of overlooked hazardous scenario sis
Scenarios acceptably low)

—

Possible driving

Solutions:

a) Partition the ODD into equivalence classes b) Use logical scenarios that cover a range of
and cover them with representative scenarios values for each parameters and vary them

Risks:

* Missing egde cases /
,,black swans“

e Strongly nonlinear
behavior of ML




Metrics to rate ODD coverage by V&V scenarios <

OpenODD Language

(including aspects accessible through extension mechanisms)

Uncertainty

Exposure

Metrics Probability

Dynamic
Aspects

Metrics are not Queries ODD Definition

restricted to
Ontolog
Onboard

metrics about
ODDs.

Basic Libs Decision Making
(e.g. math)

Also in scope:
metrics about
how well an
ODD is covered
by a set of test
scenarios
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Summary

» Safety (FuSa, SOTIF, etc.) are a key property of AD functions to be accepted by the society
» Safety processes (e.g. 1ISO 21448) require a variety of activities
* Many of them are based on a stringently defined ODD

* Examples:

* Specification of Requirements, design of architecture and algorithms based on the ODD
e Situation catalog for Hazard Analysis based on the ODD
 ODD as an important source for deriving concrete V&V scenarios for test and simulation

* Coverage metrics to enable to judge test completeness and residual risk

« ASAM OpenODD will provide a notation for ODDs and related information, e.g. metrics about ODDs
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