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Diagnostic Standardization Committees in Place

ISO ‘ ’

» UDS and Communication
» UDS - 1ISO 14229
» CAN-TP ISO 15765
» DoIP - ISO 13400
» ePTI -1S0O 20730

SAE

» OBD
» SAE J1979
» SAE J2012

AUTOSAR

» Software Architecture
» AUTOSAR Foundation
» AUTOSAR Classic Platform
» AUTOSAR Adaptive Platform
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Organisation Overview

ISO (www.iso.org) provides worldwide standard in various domains

Technical Committee e TC22"Roadvehicles” .

Subcommittee - SC31 “"Data Communication” -

WG2 Vehicle Diagnostic Protocols

» ISO 14229 with 8 sub-documents | WG7 Electronic Technical Inspection
» ISO 13400 with 5 sub-documents » ISO 20730 with 3 sub-documents
2

Working Group



http://www.iso.org/
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New version of ISO 14229 in 2019

Behind the scenes

Preliminary Release Schedule for ISO 14229 Edition 3

_May | Jun | Jul | Aug | Sep | Oct | Nov | Dec
-

FDIS Submission

FDIS Voting ]

Voting Results [l

Commenting CRs ]
IS Publication ]

FDIS - Final Draft International Standard
IS - International Standard



Behind the scenes

Major Changes in Edition 3 of ISO 14229-1

» New Diagnostic Service ,,0x29 Authentication®

» Increases document by 10%

» Reworked Response On Event
» New subfunctions
» Clarified behavior

%)

Authentication
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Security Concept

Authentication with
PKI Certificate
Exchange (APCE)

Authentication Jll Authentication

Unidirectional Bidirectional

Cryptography

Asymmetric

Security Concept

Authentication with Challenge
Response (ACR)

Cryptography |l Cryptography

Asymmetric Symmetric

Certificate Handling

Transmit Certificate
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Behind the scenes

Major Changes in Edition 2 of ISO 13400

» DoIP secured by TLS
» Protection of Man-In-The-Middle-Attacks

» In-vehicle DoIP
» Standardised Diagnostics over Ethernet
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Diagnostic Standards

Among others SAE (www.sae.org) emphasizes on developing standards for transport industry, such as
automotive or aerospace.

OBD Standards

SAE J1979
» Definition of emissions-related diagnostic services.

» References SAE J1979-DA which contains all standardized PIDs, Test IDs, Monitor IDs and InfoType.
IDs.

SAE J2012

» Definition of emissions-related diagnostic trouble codes.

» References SAE J2012-DA which contains all standardized DTCs and FTBs.
» Running out of 16 bit DTC numbers in near future

» Will switch to 3 Byte DTCs with introduction of SAE J1979-2


http://www.sae.org/
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Upcoming SAE J1979-2

>
>
>
>
>

Classic OBD-II to be replaced by UDS services

New subfunctions for fault memory access

10 FreezeFrames
IUMPR per DTC

OBD-I11

CARB allows OBDonUDS

for new vehicles.

?

OBD-II or
OBD on UDS

VECTOR >

CARB requires
OBDonUDS for new
vehicles.

?

OBD on UDS
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AUTOSAR
AUTOSAR Product Structure

VECTOR >

AUTOSAR (www.autosar.org) aims to standardize ECU software architecture AUTO SAR

AUTOSAR Classic
Based on OSEK
Runs on Automotive uC
Highly optimized, static

Signal based

AUTOSAR Product

AUTOSAR Foundation

Common Specifications

AUTOSAR Adaptive
Based on POSIX
Runs on Automotive uP
Modular
Service-oriented


http://www.autosar.org/
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Supported Diagnostic Standards

AUTOSAR Classic

ISO 14229
ISO 13400
ISO 27145
ISO 15031

ISO 15765

VECTOR >

AUTO SAR

AUTOSAR Adaptive

ISO 14229

ISO 13400
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AUTOSAR VECTOR >

Working Groups Structure

é‘ | o Until 2018

FT-CM FT-SAF WP-X-SEC
Communication Mgmt. Safety Security
e e —+— » Separate Groups for CP and AP
Execution Mgmt. Security Functional Safety
FT-DIAG FT-DI WP-_X-\_IAL
Adaptive Diagnostics Demonstrator Validation
Integration
FT-MM Cross-standard
WP-A1 Methodology & Manifests FT-ST concerns
System Tests
FT-PER
Persistency FT-ADI
Automated Driving
FT-UCM Interfaces
Update & Conf
Management

VFB and RTE

WP-A2
COM Stack

WP-A2-v2X
V2X COM Stack

WP-A4 WP-M1 Cross-standard Working Groups (FO, CP, AP)
Diagnostics Timing Analysis
WP-AS5 WG-A WG-MT WG-SEC WG-SAF
MCAL Architecture Team Methodology and Templates Automotive Security Functional Safety

WG-AIF WG-IVC WG-V2X
Application Interfaces In-Vehicle COM Vehicle to X

WG-DIA WG-RES WG-UCM
Diagnostics Resources Update & Conf. Management

WG-TSY
Time Synchronization

AUTO SAR

Classic Platform Working Groups (CP) Adaptive Platform Working Groups (AP)
WG-CP-RTE WG-CP-MCBD WG-CP-VAL WG-AP-EMO WG-AP-DI WG-AP-ST
Runtime Environment Multicore BSW Distr. Validation Execution Man. & OS Demonstrator Integration System Tests
WG-CP-MCL WG-CP-LIB WG-AP-PER WG-AP-CCT g WG-AP-CLD |
MCAL and NVRAM Libraries Persistency Core Coding Team Cloud Services
Quelle:

https://svn.autosar.org/repos/work/09_WorkingGroups/All_WG/20_Meetings/20190515_AIll-WG-Meeting/05_Presentations/20190515_PL_All_WG-Meeting.pptx

Since 2019
» Cross-standard WG
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Deliverables Classic Platform

System
Requirements

AUTO SAR

_AUTOSAR_SRS_Diagnostics .

» Generic Diagnostic Requirements
» High Level Perspective

» Shared among Adaptive and Classic

SWS_DiagnosticCommunicationManager .

Software » UDS Communication

Requirements

» UDS Service Processing

AUTOSAR_SWS_DiagnosticEventManager .
» Fault Memory Handler )
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Diagnostic Architecture in Classic Platform

AUTO SAR

providing data controlling indicator
{used for event memory (e.q. lamps, text message,

Filter entries) etc.)

Servicas
{optional)

AUTOSAR
Software

BEW
Filter Services ’
(optional) Monitor
System Services Communication Memory Services
Services
ECU State Manager I = o T
Dcm
MVRAM
FiM Dem Manager
J19390cm

Quelle: AUTOSAR SWS_ DiagnosticEventManager.pdf
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Deliverables Adaptive Plattform

System
Requirements

_AUTOSAR_SRS_Diagnostics .

» Generic Diagnostic Requirements
» High Level Perspective

» Shared among Adaptive and Classic

SWS_Diagnostics

Software » UDS Communication

Requirements

» UDS Service Processing
» Fault Memory Handler
» Transport Layer (DolP, ..)

VECTOR >

AUTO SAR
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Diagnostic Architecture in Adaptive Platform

Software Cluster & Software Cluster B

' Application Application
Application A : B.1

Ia_!_édrus_il '

DS Transport Protocal AP

Jade ] uonedddy

IET NS

Hodsuel] £amn

DM: DiagnosticManagement

-alternatively

¥
Ethernet

» Currently only DolIP (ISO 13400) is supported as build-in transport protocol

Quelle: AUTOSAR_SWS_Diagnostics.pdf
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UDS in Adaptive Platform

AUTOSAR Adaptive uses UDS as Diagnostic Protocol

Why UDS?
» Nobody has demanded something else yet.
» Keep existing diagnostic processes and workflows.

Don't reinvent the wheel
» Keep existing tools.
» Keep diagnhostics stable in development, production and aftersales.

VECTOR >
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UDS in Adaptive Platform

Challenges
» Support modularization.
» Handle more frequent software updates in logistic process

Current UDS Statement

=% Good idea to start with UDS

= Reach stable product in finite time

= Introduction of AUTOSAR Adaptive and another protocol would have been too tough

VECTOR >



21

UDS in Adaptive Platform

UDS will be used in the future...

OBD Diagnostics
» OBD Diagnostics realized by “"OBD on UDS”
» all OBD relevant ECUs will require UDS

ePTI (Electronic Periodic Technical Inspection)
» ISO 20730 (currently Draft)

» Claims to be ,Safety OBD"

» ePTI is not compulsory

= UDS set in these domains for the years to come

VECTOR >
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International Organization for Standardization (ISO)
SAE
AUTOSAR

» Summary
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With ISO, SAE and AUTOSAR various
committees are doing diagnostic
standardization

» ISO
» SAE
» AUTOSAR

Standardization on different levels
» Protocol

» Data

» Interpretation

» Software

= ASAM well suited for HPC Diagnostic
Standardization

VECTOR >
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For more information about Vector
and our products please visit

WWW.vector.com
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